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1
Decision/action requested

It is proposed to approve the changes to the living document to TS 33.310 on ACM_SBA.
2
References

[1]
3GPP S3-232423: “Living document for ACM_SBA (Automated Certificate Management in SBA)”
3
Rationale

This document proposes to add the procedure and mechanisms to set up the initial trust and ensure that the operator RA/CA is able to verify that the NF instance ID in the CSR belongs to the NF instance requesting the certificate, as recommended in the conclusion for KI#2 and KI#8 of TR 33.876 in [1], in clause X.3. 
4
Detailed proposal

*** START OF FIRST CHANGES ***

X.3 
Set up of initial trust


X.3.1
General
This clause describes the architecture and the procedures for the set up of the initial trust between the operator CA/RA and the NF or the end entity acting on behalf of the NF for the certificate enrolment.
X.3.2
Architecture
The protection of the NF certificate enrolment procedure has the prerequisite to build initial trust between the 5GC NF and the operator CA/RA.

OAM facilitates the initial trust establishment between NF and operator CA/RA.

Figure X.3.2-1 depicts the general schema to set up initial trust between 5GC NF and operator CA/RA.
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Figure X.3.2-1: Initial trust general schema
The assumption is that the OAM system is trusted for the operator CA/RA, i.e., the trust between the OAM system and the operator CA/RA shall have been preestablished. 

The OAM system of the 5GC NF, which instantiates the NF, shall provide it the initial trust to be used during the 5GC NF operator certificate enrolment procedure, as part of the initial configuration of the NF. 

Three options are described below on how to setup the initial trust. The initial trust can be implemented by 1) OAM issued certificates, 2) pre-shared key such as an Initial Authentication Key (IAK), or 3) OAM issued signature of certain NF profile parameters. The initial trust shall be implemented by one of these mechanisms. The requirements are the following:
1. The deployment of the initial trust as OAM certificate requires the configuration of a local CA used for 5GC NFs within SBA domain (specifically within the same security trust domain of the NF managed by the OAM system), and the configuration of the root CA public certificate of the local CA as trust anchor in the operator CA/RA. 

2. The deployment of the initial trust as pre-shared key requires the distribution of such key out-of-band between the operator CA/RA and the NF via OAM system. This initial credential is used as initial trust by the operator CA/RA to authenticate the NF. The management aspects of this pre-shared key are left to implementation (e.g., provisioning, one time use, etc.). 
3. The deployment of the signature of certain NF profile selected parameters requires the pre-configuration of such signature out-of-band in the NF. The signature is used by the operator CA/RA to authenticate the NF. The selection of the parameters considered in the signature is left to implementation. 
The operator CA/RA shall be able to verify that the NF Instance Id in the certificate enrolment request belongs to the NF instance requesting the certificate. 
X.3.3
Procedure
Figure X.3-2 depicts the procedure for the set-up of initial trust in 5GC NFs.
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Figure X.3-2: Procedure for set up of initial trust
Prerequisites or the procedure: 

-If the initial trust has been established by initial digital certificate or OAM signature, the public root certificate of the OAM local CA shall be configured as trust anchor in the operator CA/RA.

- If the initial trust has been established by pre-shared key, the key shall have been securely distributed to the NF by OAM. 
- All other necessary parameters to enable the communication with operator CA/RA such as the address shall have been configured by OAM. 
1. The OAM system shall configure the initial trust used for the enrolment of the operator certificate in the 5GC NF. If the initial trust is established by an initial certificate during or after the NF initialization, the local CA in the OAM system should issue such initial certificate to the NF as part of its configuration. This certificate shall be configured with the NF Instance Id in SubjectAltName field. The fetching procedure of this certificate by the NF is left to implementation. 

2. The 5GC NF generates the private-public key pair and the request of an EE operator certificate to the operator CA/RA.  The Certificate Signing Request (CSR) shall include the initial trust (initial OAM issued certificate, signature of NF profile parameters, or pre-shared key) fetched in step 1 and the NF Instance Id in SubjectAltName field. The NF shall sign the request with its private key and includes the digital signature in the request.
If the initial trust is established by an initial certificate, the request shall include the certificate chain of local CA. 

If the initial trust is established by a pre-shared key, the Operator CA/RA shall validate CSR using the pre-shared key.
If the initial trust is established by a signature of NF profile parameters, the operator CA/RA shall verify the signature in the CSR. 
NOTE: Some 5GC NF implementations may include separate certificate management function(s) acting on behalf of the NF towards the CA/RA. The requirements of this procedure are applicable to those functions. 

3. Certificate enrolment request is sent to the operator CA/RA.

4. The operator CA/RA shall verify the initial trust in the request from the NF and the identity of the NF (NF Instance Id). If verified, the operator CA/RA shall generate the EE operator certificate for the NF. Specifically, by checking the digital signature on the certificate enrolment request against the trust anchor configured in step 1, and the proof of possession of the private key for the requested operator certificate. It shall verify as well that the NF Instance Id in the SubjectAltName field of the Certificate Enrolment Request corresponds to the NF Instance Id of the initial OAM issued certificate. If those verifications are successful, the operator CA/RA shall generate an EE certificate for the 5GC NF. 

5. The operator CA/RA shall include the EE certificate for the requestor NF in certificate enrolment response.
*** END OF FIRST CHANGES ***
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